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Abstract
The lack of transparency surrounding cloud service provision makes it difficult for consumers to make knowledge
based purchasing decisions. As a result, consumer trust has become a major impediment to cloud computing
adoption. Cloud Trust Labels represent a means of communicating relevant service and security information to
potential customers on the cloud service provided, thereby facilitating informed decision making. This research
investigates the potential of a Cloud Trust Label system to overcome the trust barrier. Specifically, it examines the
impact of a Cloud Trust Label on consumer perceptions of a service and cloud service provider trustworthiness and
trust in the cloud service and cloud service provider. An experimental study was carried out with a sample of 227
business decision makers with data collected before exposure to the label to examine initial perceptions and after
exposure to the label to examine any change in perceptions and attitudes. As hypothesised, the results suggest
that Cloud Trust Labels that contain positive information can have a positive impact on trust and trustworthiness
while Cloud Trust Labels that contain negative information have a negative impact. The practical implications of
this new method of communicating trustworthiness online are discussed and recommendations are made for
future research.
Keywords: Cloud computing, Trust, Trustworthiness, cloud trust label, Sensemaking

Introduction
Recent years has seen growing interest and investment in
cloud computing, defined by the National Institute of
Standards and Technology (NIST) as a model for “enabling convenient, on demand network access to a shared
pool of configurable computing resources (e.g. networks,
servers, storage, application, and services) that can be rapidly provisioned and released with minimal management
effort or service provider interaction” [1]. Cloud computing provides service offerings at three different levels - Infrastructure as a Service (IaaS), Platform as a Service
(PaaS) and Software as a Service (SaaS) [2, 3]. Cloud computing offers broad ranging benefits to organisations of all
sizes from location independence to scalability and cost
effectiveness [3–5]. Growth in the area is forecast to
continue with the public cloud services market alone
* Correspondence: lisa.vanderwerff@dcu.ie
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estimated to be worth $383 billion by 2020 and predictions that cloud computing will affect over 50% of Information Technology (IT) outsourcing deals [6].
Despite positive forecasts and its transformative potential, cloud computing remains in the early stages of
diffusion with many decision makers hesitant to adopt
[7]. One of the core barriers facing adoption and the
exploitation of the benefits of the cloud is trust [8].
Trust refers to an individual or organisation’s willingness
to be vulnerable to another party based on positive
expectations of their behaviour [9]. The importance of
trust in the cloud computing context has been repeatedly highlighted due to the lack of transparency
surrounding cloud offerings [4], and customers’ inability
to fully audit cloud services [7]. As such, identifying
ways to resolve this barrier to adoption has become the
focus of policy makers, academic scholars and industry
practitioners alike.
As a forum for business transactions, the online environment is characterised by high levels of uncertainty
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and risk, making trust vital to enabling cooperation and
interaction [10]. In addition, the online environment
typically presents an overwhelming amount of complex
information and options to consumers who often possess far less understanding of the context and products
on offer than the parties who offer these online services.
Across online and offline contexts, this level of potential
risk, complexity and uncertainty has the potential to significantly hamper exchange efforts [11]. This is particularly true in the early stages of interaction with a new
technology [12] and even more so in the early stages of
the technology adoption decision making process [13].
Although trust has the capacity to mitigate these issues,
high levels of uncertainty and ambiguity have been
shown to encourage intuitive and heuristic processing
[14, 15], where individuals make snap decisions without
rational consideration of available information. In the
case of cloud computing, where trust is core to adoption
decision making [4] and a general lack of trust prevails
[8], consumer reliance on heuristic decision making that
is consistent with currently held opinions may be detrimental to cloud providers. From the consumer standpoint, a lack of rational, deliberative decision making
may drive suboptimal decisions based on a fear of new
technology and reinforce delays in capitalising on the
benefits of the cloud.
The challenge for service providers in this relatively
new environment is to encourage potential consumers
to engage in deliberative and systematic consideration of
the attributes of a service before making a trust decision.
Traditional methods of communicating trustworthiness
are somewhat problematic for the cloud industry and
typically provide only high-level information about the
product. Indeed, while it is possible for individuals to
trust technology and technology providers [16], it is difficult for consumers to trust online services due to the
absence of cues that would typically be available in the
offline context [17]. As a result, alternative trust building
mechanisms have been proposed [18, 19]. These include
the development of frameworks and models identifying
trustworthy cloud providers [17, 20, 21], reputation,
measurement and rating systems [19, 22, 23], service level
agreement (SLA)-verification based trust, cloud transparency mechanisms, trust-as-a-service, formal accreditation,
standards, audit, and related assurance seals [19, 22].
One recent suggestion has been the use of a trust label
to provide consumers with a visual, real time summary
of a range of relevant security and service information
about a particular cloud service [18, 22]. The trust label
builds upon the nutritional privacy label approach developed and validated in prior work as a means of communicating in a transparent manner with consumers [24,
25] and incorporates approaches identified in extant literature including SLA-verification based trust and cloud
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transparency mechanisms [19, 22, 23, 26]. Drawing on
the sensemaking perspective [27], we argue that the
Cloud Trust Label (CTL) approach offers cloud service
providers (CSPs) or relevant institutional authorities
with a means to communicate the attributes of a cloud
service transparently with potential consumers impacting perceptions of trustworthiness and trust. In gaining
access to this information, consumers can make knowledge based trust decisions where they have actively
processed information about the service and service
provider and have gathered ‘good reasons’ for their trust
perceptions [28].
Our study makes a number of contributions to theory
and practice. Firstly, while many scientific publications
propose trust mechanisms in a cloud computing context,
few empirically validate their claims relating to trust building. This study seeks to experimentally validate the impact
of a trust mechanism, in this case positive and negative
CTLs, on consumer perceptions of a cloud-based SaaS
customer relationship management (CRM) system. As
such, this research contributes to academic and practiceoriented literatures on both trust in SaaS deployment
models and cloud computing, in general. Leading scholars
have issued repeated called for more contextualised trust
theory and research [29, 30] and cloud computing represents a complex context, both in terms of adoption decision making and trust. To date, existing literature has
examined trust as an antecedent to adoption [31]. This
research moves beyond trust as a predictor of cloud adoption to investigate the effectiveness of the CTL approach
in signalling trustworthiness to cloud consumers [32].
Secondly, this paper addresses calls for researchers to
explore the relationships between trust in IT artefacts and
trust in organisations or individuals providing an IT
service. In this way, our study contributes to both theory
and practice by exploring the inter-relationship between
trust in the cloud service and trust in the cloud service
provider. Thirdly, the paper makes a very significant practical contribution. The implementation of cloud services
has been identified as one of the top three technology
management issues faces by companies [33]. This paper
validates a new solution for CSPs or institutional
authorities in the cloud environment seeking to communicate openly with potential consumers in a way that
impacts trust.
The remainder of this article is structured as follows.
The next section reviews relevant literature relating to
trust decisions in cloud computing selection and summarises various trust mechanisms presented in the literature. We then present two cloud trust labels for cloud
computing based on prior work and extant literature and
our hypotheses for experimental validation. The study design, sample, and measures used in our experiment are
then described. Next the results are presented and
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discussed. The paper finishes with an overview of limitations and future avenues for research and some concluding remarks.
Literature review

Unsurprisingly, increased investment in cloud computing has spurned growing interest in the form of academic research. The majority of this research utilises
constructs rooted in technology adoption models to
explore the predictors of cloud computing adoption across
a variety of contexts and cultures. However, there exists
little consensus on which technology adoption model best
fits the cloud computing context [2]. Furthermore, some
studies have explored technological factors without drawing on a guiding framework [34], with others combining
validated models with important contextual factors such
as risk and trust. These studies have found that trust beliefs positively influence attitudes towards adoption and
intention to adopt cloud services among students,
teachers and consumer samples [3, 4, 31, 35]. The importance of trust in the cloud computing context is therefore
apparent. This is unsurprising given the influence of trust
in other contexts on outcomes such as acceptance and
use of a new technology [36, 37] and purchasing decisions
[38]. Indeed, some scholars claim trust can be considered
the most important factor in the exchange of resources
online [39]. Despite this growing new body of literature,
trust continues to represent a barrier to cloud computing
adoption. Thus, this research seeks to understand how
trustworthiness can be influenced using trust labels
and therefore seeks to provide actionable insights to
build trust in the complex and uncertain context of
cloud computing.
Trust decisions in cloud service selection

Our conceptualisation of trust in this study is based on
Rousseau et al.’s [9] definition of trust as a psychological
state comprising the intention to accept vulnerability based
on positive expectations of the intentions or behaviour
of another.
In order to establish trust in interacting with a cloud
service, consumers must be willing to accept vulnerability to both the IT artefact and the company providing
that technology. As a result, the focus of trust in our
research is on trust both in the cloud provider and in
the cloud product. In the case of the cloud provider,
Rousseau’s definition can be applied as it stands. However, in line with McKnight [40], we argue that trust in
the cloud product or technology reflects a willingness to
be vulnerable in relation to depending on the technology
to carry out a task. In either case, this willingness is said
to be based on perceptions of trustworthiness of the
other party or product. Trustworthiness typically represents an evaluation or judgment of the other party
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aggregated from perceptions of benevolence, integrity
and ability [41]. Benevolence refers to the perception
that the other party has your best interests at heart,
while integrity perceptions are concerned with the
consistency, principles and morals of the other party.
Ability refers to the perception that the other party has
the competence, knowledge or skills to carry out a particular task. The sub dimensions of trustworthiness have
been adapted to apply to trust in technology as reliability, functionality and helpfulness [29].
In an online environment, trust building is often more
complex, and the absence of physical cues can make it
difficult for organisations to build trust in the early yet
crucial stages of a relationship [17]. However, trustworthiness can be built in this context and can be based on individual human constructs such as integrity or system level
constructs such as reliability [16]. More specifically, in the
cloud computing context, perceptions of trustworthiness
may be based on knowledge and online cues including
website design, feedback reputation systems, feedback
reputation systems, third party assurances, cloud transparency mechanisms and more technical trust mechanisms
including so-called SLA-verification, “Trust-as-a-Service”
and other methods.
Website design and aesthetics including colours, graphics
and layout have been shown to have an important impact
on perceptions of trustworthiness in online vendors [42].
Indeed, consumers have been shown to reject websites due
to website design issues before ever systematically reviewing
the content of the website [43]. Aesthetics and design
features appear to act as an important heuristic cue for
guiding consumer behaviour. Unfortunately, a universally
pleasing visual design is difficult to achieve as aesthetic
preferences differ across demographic characteristics such
as culture and gender [44, 45]. Overall, these mechanisms
for building trust require consumers to make generalisations based on the experience and endorsement of others
or on the aesthetic qualities of a vendor’s online shopfront.
At best, these mechanisms can only encourage a suspicious,
calculative form of trust where consumers assess whether
the potential benefits outweigh the potential costs in light
of systems that may constrain untrustworthy behaviour
(e.g. loss of accreditation or negative feedback reviews). In
the absence of either personal experience or detailed information about product and provider performance, it is
impossible for consumers to make more robust knowledge
based trust judgments. Indeed, trust theory suggests that
perceptions of behavioural constraints and cost-benefit
analyses may be enough to eliminate distrust but not to
develop trust or the many benefits that accompany it
[46, 47]. Knowledge based trust is less fragile than its
calculative alternative [47] and as such provides a
stronger foundation for risk taking behaviour and the
development of an ongoing relationship between the
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consumer and the CSP. As existing methods of building
consumer trustworthiness are likely to be unsuccessful
in a cloud computing context, cloud providers need to
find a way to create positive impressions of their products and encourage consumers to make more personal,
knowledge based trust decisions about a product before
they have had experience using the system.
The central trust building mechanism in e-commerce
to date has been reputation systems [39, 48]. Reputation
systems operate at a peer to peer level and offer
community-based feedback on consumer perceptions of
a product, provider or service. The system is proposed
to act as a signal of trustworthiness based on third party
previous experience and by providing an incentive for
vendors to behave in a trustworthy manner [37]. These
systems are typical in large e-commerce marketplaces
with large customer bases where consumers and vendors
engage in short-term and often one-off transactions [49].
In contrast, many cloud technologies are provided with
a view to long-term service provision by companies with
a smaller customer base making feedback systems less
appropriate. In addition, trustworthiness is subjective
[50] and what is most important to one consumer in
terms of functionality may not be important to another.
In the cloud computing context, Baldwin and colleagues
[51] discuss how stakeholders make trade-offs against
security considerations including confidentiality, availability, and cost. For example, in the case of CRM systems, continuous availability is a primary concern whereas
for batch processing in the cloud, such as 3D image rendering, on-demand scalability, availability of specialist
resources (e.g. graphics processing units), confidentiality
and cost may be more important. Notwithstanding this,
there have been numerous proposals for cloud rating
systems however such proposals have yet to garner significant traction in the marketplace [19, 22, 23, 26, 52].
An alternative form of third party endorsement is that
of an assurance seal or trust mark displayed through a
logo or seal on the vendor’s website. This seal acts as a visual cue or signal of credibility through endorsement by an
independent third party [53]. Assurance seals are proposed to work through a process of transference of trust
[54] from the independent third party to the online
vendor in question. However, research has demonstrated
increasingly mixed findings about the impact of such seals
with some scholars reporting that the majority of online
consumers place little or no weight on their presence [55].
McKnight and colleagues [56] propose that instances
where assurance seals are noticed but not considered in
making the trust decision may be due to a lack of understanding of what the seal signals and a failure of seals to
provide specific information about security issues.
A number of technical solutions to addressing trust issues
in cloud computing have been proposed although there is
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little evidence of validation that these mechanisms do build
trust or mitigate and repair distrust. Numerous authors
seek mechanisms to verify that CSPs are meeting their
quality of service (QoS) levels as defined in the SLA
between the CSP and the client. So-called SLA-verification
based methods seek to build trust through QoS monitoring
of SLAs [19, 22, 57]. Such mechanisms are often provided
to some degree by CSPs through on-demand cloud
transparency mechanisms that provide information on
“elements of transparency” which may include service
performance, security etc. [19, 58, 59]. Similarly, other
cloud transparency mechanisms seek to bridge the gap
between transparency and assurance seals through publicly accessible self-assessments of internal controls [19,
22]. One such initiative by the Cloud Security Alliance
(CSA), the Security, Trust & Assurance (STAR) Registry
has gained some traction and is widely cited [59].
Numerous attempts have been made to establish more
“formal” trust mechanisms. RSA and ZScaler launched
a single-point service for configuring and managing
security of cloud services from multiple CSPs [60].
Huang et al. (2013) have proposed a trust model based on
“formal” certification and chains of trust for validation of attributes of a cloud service or its provider. More recently, the
emergence of blockchain has resulted in numerous proposals relating to its use to secure the cloud [61]. Notwithstanding numerous proposals for technology-based solutions
to trust issues, there is little validation in the literature that
such proposals build trust with target end users Table 1.
The process through which individuals strive to understand issues that are novel, ambiguous or confusing is
generally known in the organisational literature as sensemaking [27, 62]. The emerging nature of the cloud
industry means that consumer purchasing decisions in
the cloud environment have the potential to possess all
of these characteristics. From a sensemaking perspective,
individuals’ perceptions of another party can be seen to
unfold over time as a process which is influenced by
interpretation of information presented in the environment. Garrison and colleagues [63] note that trust in
cloud computing develops through communication, procurement, and transactional activities, culminating in the
IT manager’s perception that the vendor is trustworthy,
reliable, even-handed, and working in the best interests
of the client. Making sense of risk in a cloud computing
context depends on both experience with the vendor
and the transparency (or opacity) of the actual cloud service and the assurance information on cloud service
levels available at any given time for a given period [51].
However, as an effortful process, sensemaking does not
happen continuously over time and Weick and Sutcliffe
[64] describe a triggering process whereby sensemaking
is portrayed as a disruption in current understanding
caused by unexpected information which is deemed
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Table 1 Summary of Trust Mechanisms Impacting Cloud Computing
Trust Mechanisms

Example

References

Website design

The design, colours and aesthetics impact the perceptions of
trustworthiness of online vendors.

[42, 44, 45]

Feedback Reputation systems

Comprehensive score reflecting an overall opinion or an aggregate
of scores on several major aspects of performance.

[19, 22, 23, 26, 52, 84]

Third Party Assurances

Third party attestation, certification and/or assurances seals
e.g. ISO/IEC 27001.

[19, 22, 85]

Cloud transparency mechanism

• Publicly accessible self-assessment of security controls e.g.
Cloud Security Alliance (CSA) Security, Trust & Assurance
Registry (STAR).

[19, 22, 59]

• On-demand access to information on “elements of
transparency” e.g. CSA CloudTrust Protocol.

[19, 58, 59]

SLA-verification based trust

Quality of service monitoring based on pre-defined SLA
service levels.

[19, 22, 23, 57]

Trust as a Service

Single point service for configuring and managing security
of cloud services from multiple service providers.

[19, 60]

“Formal” trust mechanisms

Trust based on “formal” certification and chains of trust for
validation of attributes of a cloud service or its provider.

[19, 61]

Trust Label

Standardised label that presents a visual, real time summary
of a range of relevant security and service information about
a particular cloud to consumers in an easily understandable format.

[16, 58, 73, 86]

important enough to motivate more mindful consideration of the issue. Cognitive science suggests that effortful
consideration of information is engaged only when more
automatic processes encounter unexpected information
[65]. However, when the trusting individual has a strong
existing perception of the other party, whether positive or
negative, confirmation biases can make automatic processes less sensitive to discrepancy [66]. As a result, subtle
cues of trustworthiness where trust is inferred through
association with others or through small trustmarks
appearing on websites may not be enough to motivate a
shift to effortful decision making.
Sensemaking is a social process involving the actions
and interpretations of more than one party. Indeed,
through the process of sensegiving, individuals and organisations can influence the sensemaking process of other
parties [67]. Moreover, in situations where individuals
have already engaged in sensemaking and established a
particular point of view, sensebreaking can be used to
motivate them to reconsider their position and re-evaluate their actions [62, 68]. Sensebreaking involves questioning and reframing previous conceptions and can be
achieved through the presentation of contradictory
information [69] and creates a “meaning void” that individuals will then seek to fill [70]. Processes of sensemaking, sensebreaking and sensegiving can then be seen
to take place in an iterative cycle [67].
Proposed model In order to build trust in cloud services
we argue that stakeholders in the cloud industry (CSPs,
institutional authorities or both) need to engage in this
process with consumers providing enough information

about cloud products to break any existing fears or stereotypes about the Cloud and give sense to their decisions
about which services and service provider to trust. A
method which might allow stakeholders to engage in this
process is a CTL proposed by [18]. The label is based on
the nutritional food label and recent literature in the privacy domain [24, 25] which developed privacy labels to
communicate privacy practices with consumers and has
been extended to influence privacy perceptions in Brazilian
and Irish contexts [71, 72]. The information included in the
label was decided through a Delphi process which involved
a range of stakeholders from the Cloud computing industry
drawing on factors influencing trust in the cloud as
highlighted in prior literature [18, 73, 74]. The proposed
label contains 81 information components, covering the
CSP (e.g. physical location, legal jurisdiction), the cloud service itself (e.g. data location, security, backup, certification),
and a historical service-level summary (e.g. uptime data,
support response times). The label both provides data on
the service and access to data. As such, it is in itself a form
of cloud transparency mechanism (and has been extended
to include the CSA CTP in to it [58]) and incorporates
other trust mechanisms including third party assurances
(certification) and SLA-verification (through the historical
service-level summary).
This study explores the efficacy of the aforementioned
CTL developed by [18] in building trust. The label aims to
provide consumers with sufficient information about the
service and service provider to allow them to make knowledge based trust decisions. In this paper, we explore the
impact of the label on the trust related perceptions of
consumers. We propose that the label will influence
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consumers’ initial perceptions of the cloud service and
CSP and that this influence will be different depending on
the information contained within the label.
Specifically, we hypothesise:
H1a The CTL will impact consumer perceptions of the
trustworthiness (reliability, functionality and helpfulness)
of a cloud service such that exposure to a label with
positive information will increase trustworthiness
perceptions and exposure to a label with negative
information will decrease trustworthiness perceptions.
H1b The CTL will impact consumer trust in the cloud
service such that exposure to a label with positive
information will increase trust and exposure to a label
with negative information will decrease trust.
H2a. The CTL will impact consumer perceptions of
the trustworthiness (ability, benevolence and integrity)
of a CSP such that exposure to a label with positive
information will increase trustworthiness perceptions
and exposure to a label with negative information will
decrease trustworthiness perceptions.
H2b. The CTL will impact consumer trust in the CSP
such that exposure to a label with positive information
will increase trust and exposure to a label with negative
information will decrease trust.

Methodology
Study design

To investigate the impact of the CTL on consumers’
trust perceptions, we used an experimental design
with a two label conditions – one positive and one
negative. Participants were randomly assigned to one
of the two conditions and completed the survey-based
experiment online and in their own time. Participants
were first presented with a description of a fictional
cloud computing company called Cloud Solutions and
their product, a cloud-based CRM system.1 Participants were then asked to complete an online survey
indicating their initial perceptions of the product and
the provider. Following this initial survey, participants
were presented with the CTL. Participants assigned to
the positive condition were presented with a label which displayed positive information about the product including
data security, data location and customer service quality
level. These information points represent some of the factors impacting trust in the cloud context as highlighted by
[74]. Participants in the negative condition were presented
with a label which reported negative information about the
same categories. As such, the independent variable in our
study was the information contained in the label which we
manipulated to be positive in one condition and negative in
the other. The dependent variables in our study are perceptions of the product and provider which will be discussed in detail below.
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The experiment was designed to include both positive
and negative conditions for two reasons. First, the inclusion of a negative condition allows us to investigate if
any observed changes in trust are due to a learning effect based on repeated exposure to the trust measures or
a response to the information contained within the label.
Second, guidance for the design of experiments involving
human subjects suggests that experimental variation
should be maximised and that the difference between conditions for a given variable should be as large as possible
while reflecting levels possible in the real world [75].
While CSPs may be unlikely to display a negative label,
institutional authorities are likely to be more objective.
Care was taken in the design of the labels to ensure that
both positive and negative values were rooted in realworld levels. The positive and negative labels included in
the experiment can be seen in Figs. 1 and 2. Immediately
following their consideration of the additional information
contained within the label interface, participants were
asked to complete a second online survey to assess any
change in their perceptions of the product and provider.
Cloud trust label content

As displayed in Figs. 1 and 2, the CTL specifies a range
of important metrics identified as important in communicating trustworthiness to consumers of cloud services
[18]. The CLT label is divided into three key parts: (i)
details of the CSP including name, address and jurisdiction, (ii) the main section, and (iii) the service level
summary. The main section of the CTL is divided into
three further categories organising information according
to whether it relates to the ability to measure a metric
(Performance), the CSP’s policy regarding a metric
(Policy), and the extent to which the consumer can specify preferences for how a metric is dealt with (Preference).
In each case, the value specified is designed to provide pop
up links that give further details and or clarification. In this
main section of the label information is provided on issues
related to service execution and operational performance,
data management, and contract conditions. The final section
of the label provides a service level summary that includes
further, more fine-grained details regarding the service level
composite metric provided in the main section.
Participants

A population of marketing and IT professionals in
Ireland and the UK were recruited for participation in
the study using a purposive sampling strategy. Given the
cloud service selected for use in the experiment this
population was deemed suitable as these professionals
are likely to be involved in the decision-making process
for purchasing a CRM system. Potential participants were
screened according to whether they were responsible for
making the decision to purchase cloud-based software

van der Werff et al. Journal of Cloud Computing: Advances, Systems and Applications

(2019) 8:6

Page 7 of 17

Fig. 1 Exemplar Positive CTL. An exemplar positive CTL was developed to explore the influence of positive information regarding the CSP on
individuals’ trust perceptions

van der Werff et al. Journal of Cloud Computing: Advances, Systems and Applications

(2019) 8:6

Page 8 of 17

Fig. 2 Exemplar Negative CTL. An exemplar negative CTL was developed to explore the influence of negative information regarding the CSP on
individuals’ trust perceptions

van der Werff et al. Journal of Cloud Computing: Advances, Systems and Applications

such as CRM systems. Participants who indicated that
they do not hold responsibility for such decisions were
excluded from the study. It should be noted that this
population of decision makers hold business expertise and
responsibility but are unlikely to hold significant technical
expertise with regards to the functioning of cloud services
and technology. On this basis, 227 respondents were then
selected for participation out of a total number of 367 participants contacted, representing a response rate of 62%.
The recruitment and screening process was identical for
both conditions.
The final sample was 70.94% male and 57% of participants reported being between the ages of 30 and 49. The
majority of participants (73.1%) had attended third level
education and attained a bachelor (33.9%) or masters
(39.2%) degree. The sample was drawn from a range of
organisational sizes with 16.7% working in micro sized
organisations (1–9 employees), 15.9% working in small
organisations (10–49 employees), 27.8% working in
medium sized organisations (50–249 employees) and 33%
working in large organisations (more than 250 employees).
Almost two thirds (62.6%) of the population reported that
their organisation already had a CRM system.
Measures

All measures employed in the survey were based on validated scales from prior research. All items were measured
on a 5-point Likert scale and anchors were varied across
variables in line with the original scales and to help
prevent common method bias [75].
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(5 items) and integrity (6 items). Samples items for each
of the subscales are as follows “Cloud Solutions is very
capable of providing an excellent service”, “My needs and
desires are very important to Cloud Solutions”, and
“Cloud Solutions tries hard to be fair in dealing with customers”. The internal consistency for each of the subscales
was acceptable with Cronbach’s alpha values ranging from
.89 to .94 across both time points. We assessed trust in
the CSP 4 items adapted from [77]. A sample items is “If
someone questioned Cloud Solutions’ motives, I would
give them the benefit of the doubt”. This scale demonstrated acceptable consistency with a Cronbach’s alpha of
.87 at the pre-label measurement point and .89 at the
post-label measurement point.
Other variables

We collected data on a number of additional demographic
and dispositional variables which may impact participant
ratings of trust perceptions. In addition to demographic
data regarding gender and age, we also collected data on
whether respondents currently have a CRM system and
whether they believe the cloud is a suitable platform for a
CRM system. We collected data on participants’ propensity
to trust (PTT) others using MacDonald and colleague’s
[79] 10-item measure. A sample item is “I am more trusting than a lot of people”. Finally, we used the 7-item scale
developed by Mc Knight et al. [76] to measure propensity
to trust technology (PTTT). A sample item is “I usually
trust a technology until it gives me a reason not to trust it”.
Both propensity scales demonstrated acceptable internal
consistency (α = .70 and α = .90 respectively).

Cloud service variables

To measure perceptions of cloud service trustworthiness
we adapted an 11-item measure developed by [76] to assess the reliability (4 items), functionality (3 items) and
helpfulness (4 items) of an IT artefact. Samples items for
the sub dimensions are “This service is a very reliable
piece of technology”, “This service has the functionality I
need”, and “This service provides whatever help I need”
respectively. The scale demonstrated acceptable internal
consistency with Cronbach’s alpha values ranging from
.91–.93 across pre and post label measurement points.
Trust in the cloud service was measured using a 4-item
scale adapted from Mayer and Gavin’s [77] scale. A sample
item is “I would be comfortable relying on this cloud
service for something that was critical to me, even if I
couldn’t monitor its actions”. The scale demonstrated
acceptable internal consistency at pre and post label
measurement points (pre, α = .92; post, α = .91).
CSP variables

CSP trustworthiness was operationalised using 17 items
adapted from a scale developed by [78]. The scale contains three sub dimensions: ability (6 items), benevolence

Results
Statistical analyses were conducted using SPSS version
21. To compare participants across conditions and confirm random assignment, a series of independent sample
t-tests and chi square tests were conducted on demographic and dispositional variables. The results indicated
that participants in the positive and negative label conditions did not differ across gender, current ownership
of a CRM system, belief that the cloud is an appropriate
platform for CRM systems, propensity to trust or propensity to trust technology. The Harman single factor
test indicated that a single method factor cannot explain
the majority of the variance in our variables (38%) and
that common method bias is not a major concern in this
instance. Hypotheses were tested using a series of repeated
measures ANOVAs (RMANOVA). This method is suitable for detecting within-subject change in dependent
variables. In this instance we are interested to investigate
within-subject change in perceptions of trustworthiness
and trust between the pre-label and post-label conditions.
The Type 1 error rate was set at .05 and missing data was
dealt with using a listwise deletion approach.
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Table 2 Correlations and Descriptive Statistics for Key Study Variables
M

SD

1

2

3

4

5

6

T1 Ability

3.55 0.81 (.93)

T1 Benevolence

3.33 0.85 .78*

(.92)

T1 Integrity

3.30 0.62 .83*

.81*

(.89)

T1 ProviderTrust

3.26 0.91 .72*

.67*

.72*

(.88)

T1 Reliability

3.34 0.87 .80*

.70*

.72*

.73*

(.92)

T1 Functionality

3.54 0.88 .79*

.63*

.71*

.62*

.82*

(.92)

T1 Helpfulness

7

8

9

10

11

12

13

14

3.43 0.83 .80*

.70*

.76*

.72*

.87*

.82*

(.92)

T1 CloudServiceTrust 3.28 0.93 .77*

.68*

.73*

.84*

.85*

.76*

.83*

(.91)

T2 Ability

3.45 0.85 .70*

.59*

.65*

.60*

.75*

.70*

.74*

.73*

(.94)

T2 Benevolence

3.32 0.86 .63*

.70*

.67*

.61*

.67*

.60*

.70*

.70*

.81*

(.92)

T2 Integrity

3.29 0.61 .63*

.61*

.67*

.64*

.70*

.65*

.74*

.71*

.83*

.84*

(.90)

T2 ProviderTrust

3.29 0.85 .62*

.58*

.63*

.70*

.75*

.63*

.70*

.78*

.87*

.82*

.85*

(.89)

T2 Reliability

3.35 0.91 .62*

.58*

.57*

.63*

.72*

.64*

.70*

.72*

.86*

.78*

.81*

.85*

(.91)

T2 Functionality

3.41 0.89 .63*

.55*

.63*

.58*

.65*

.64*

.66*

.68*

.80*

.73*

.77*

.76*

.74*

(.93)

T2 Helpfulness

15

16

17

3.37 0.86 .61*

.55*

.64*

.62*

.66*

.62*

.70*

.70*

.81*

.76*

.81*

.81*

.78*

.77*

(.93)

T2 CloudServiceTrust 3.25 0.92 .68*

.62*

.65*

.75*

.72*

.60*

.71*

.80*

.83*

.79*

.80*

.91*

.86*

.78*

.83*

(.91)

PTT

3.19 0.52 .18*

.07

.16*

.14*

.19*

.17*

.08

.12

.06

.02

.08

.12

.03

.07

.06

.12

(.81)

PTTTechnology

3.55 0.74 .66*

.58*

.61*

.53*

.63*

.63*

.64*

.62*

.70*

.65*

.62*

.63*

.62*

.64*

.64*

.67*

.25*

18

(.90)

aCoefficient alpha reliability estimates are in parentheses.
*p < .05

Descriptive statistics and correlational analysis was carried out on the key variables of interest at both measurement points. The means (M), standard deviations (SD)
and correlations are displayed in Table 2 above to provide
details of the patterns of responses to and relationships
between our variables of interest.
Cloud service perceptions

The results of RMANOVAs for the impact of the label
of reliability, functionality and helpfulness perceptions of
the cloud service indicated partial support for Hypothesis 1a. A significant interaction effect between time and
label condition was found for helpfulness perceptions
(Wilks’ Lambda = .97, F = 5.32, p < .05). In addition,
significant between person effects were found for perceptions of helpfulness (F = 4.88, p < .05) and reliability
(F = 4.36, p < .05). No significant differences were seen
for functionality. Changes across conditions and over
time can be seen in Figs. 3, 4 and 5 which indicate that
perceptions of functionality decrease over time for both
conditions while perceptions of helpfulness and reliability increase for the positive label condition and decrease
for the negative label condition. Post hoc t-tests revealed
that while there were no differences between group means
of reliability (t (211) = 1.42, p > .05), functionality (t (210)
= .47, p > .05) and helpfulness (t (211) = 1.01, p > .05) at
pre-label data collection, the means of the groups were significantly different on all three variables (reliability t (207)

= 2.51, p < .05; functionality t (205) = 2.17, p < .05; helpfulness t (206) = 2.94, p < .05) at the post-label time point.
To test Hypothesis 1b regarding the impact of the
label on trust in the cloud service another RMANOVA
was conducted. Results demonstrate a significant interaction effect between time and label condition for within
person trust in the product (Wilks’ Lambda = .98, F =
5.05, p < .05) as well as significant between person effects
(F = 6.78, p < .05). Figure 6 illustrates the increase over
time for participants exposed to the positive label and a
decrease over time for participants exposed to the negative label. Again, post hoc t-tests indicate that there were
no significant differences between the positive and
negative conditions at time 1 (t (210) = 1.79, p > .05)
but the differences between groups at time 2 were
significant (t (206) = 2.88, p < .05).
CSP perceptions

Analysis indicated partial support for Hypothesis 2a which
stated that the label would have an impact on consumer
perceptions of CSP trustworthiness. Wilks’ Lambda estimates showed a significant interaction between label condition and time for within person perceptions of CSP ability
(Wilks’ Lambda = .98, F = 4.09, p < .05) but not for benevolence or integrity. All three trustworthiness perceptions
showed significant between person effects (ability, F = 7.72,
p < .05; benevolence, F = 3.91, p < .05; integrity, F = 5.26,
p < .05). As can be seen in Fig. 7, participants in the
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Fig. 3 Reliability means by condition at Time 1 and Time 2. The figure shows the difference in the mean perception of reliability between time 1
prior to exposure to the label and time 2 after exposure to the label. As shown, the positive label increased perceptions of reliability, whereas
exposure to the negative label reduced perceptions of reliability

positive condition showed relatively stable perceptions
of ability over time while those in the negative condition decreased. Post hoc analysis confirms that this
change was significant for the negative label group (t
(101) = 3.21, p < .05) but non-significant for the positive label group (t (99) = .46, p > .05). In contrast, benevolence and integrity perceptions show increases
after label presentation for the positive label condition
and decreases after label presentation for the negative
label condition (Figs. 8 and 9). Post hoc comparisons

reveal that differences between respondents in the
positive condition and those in the negative condition
are non-significant at time 1 (ability t (220) = 1.34,
p > .05; benevolence t (215) = .94, p > .05; integrity t (218)
= 1.27, p > .05). After respondents had been exposed to
the label differences between the groups was significant
for ability (t (205) = 3.24, p < .05), benevolence (t (207) =
2.67, p < .05) and integrity (t (204) = 2.61, p < .05).
Hypothesis 2b stated that presentation of the label
should impact consumer trust in the CSP. RMANOVA

Fig. 4 Functionality means by condition at Time 1 and Time. The figure shows the difference in the mean perception of functionality between
time 1 prior to exposure to the label and time 2 after exposure to the label. As shown, exposure to both label conditions reduced perceptions of
functionality. However, this effect was far more drastic for the negative label condition, with perceived functionality reducing dramatically
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Fig. 5 Helpfulness means by condition at Time 1 and Time 2. The figure shows the difference in the mean perception of helpfulness between
time 1 prior to exposure to the label and time 2 after exposure to the label. As shown, the positive label increased perceptions of helpfulness,
whereas exposure to the negative label reduced perceptions of helpfulness

demonstrated a significant between subject effect for
experimental condition (F = 5.01, p < .05). As seen in
Fig. 10, participants in the positive condition showed
increases in trust in the CSP over time while those in
the negative condition showed decreases in trust. Independent samples t-tests indicate that differences between
groups were non-significant at pre-label measurement (t
(224) = 1.01, p > .05) and significant at post-label measurement (t (203) = 2.58, p < .05).

Discussion
The aim of this paper was to investigate the impact of a
CTL on consumer perceptions of a common businessto-business cloud-based SaaS offering, in this case a CRM
system. The results of this experimental study suggest that
a cloud computing trust label can provide an effective
means of communicating trustworthiness to business
consumers and assisting consumers in differentiating
meaningfully between SaaS cloud computing services. As

Fig. 6 Cloud Service Trust means by condition at Time 1 and Time 2. The figure shows the difference in overall trust in the cloud service
between time 1 prior to exposure to the label and time 2 after exposure to the label. As shown, the positive label increased trust in the cloud
service, whereas exposure to the negative label reduced trust
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Fig. 7 Ability means by condition at Time 1 and Time 2. The figure shows the difference in perceptions of ability between time 1 prior to
exposure to the label and time 2 after exposure to the label. As shown, exposure to the positive label led to a slight increase in perceived ability,
whereas exposure to the negative label led to a big decrease in perceived ability

hypothesised, the results suggest that trust labels which
contain positive information can have a positive impact on
trust while trust labels containing negative information can
have a negative impact on trust. As such, the study makes a
significant contribution to the literature in extending the
findings in relation to trustmarks in the e-commerce context to cloud computing and validating the impact for the
trust label design [18]. The validation of the CTL also represents a significant contribution to practice and a method

for CSPs or institutional authorities in the Cloud industry
to communicate trust to consumers.
The findings suggest that the label impacts consumer
perception of both the SaaS cloud service and the CSP.
Our findings also indicate that the impact on consumer
perceptions of trust and trustworthiness differs depending
on whether the focus of trust is the cloud service itself or
the provider. This is an important distinction as the majority of empirical work in the area has failed to account for

Fig. 8 Benevolence means by condition at Time 1 and Time 2. The figure shows the difference in perceptions of benevolence between time 1
prior to exposure to the label and time 2 after exposure to the label. As shown, exposure to the positive label led to an increase in perceptions
of benevolence, whereas exposure to the negative label decreased perceived benevolence
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Fig. 9 Integrity means by condition at Time 1 and Time 2. The figure shows the difference in perceptions of integrity between time 1 prior to
exposure to the label and time 2 after exposure to the label. As shown, exposure to the positive label led to an increase in perceived integrity,
whereas exposure to the negative label led to a decrease in perceived integrity

the existence of multiple referents in the cloud computing
context given the chain of service provision [32]. These results provide support for the theoretical work of [40, 80]
who argue that researchers in the field of information management need to differentiate between trust in IT artefacts
and trust in organisations or individuals providing an IT
service. Our research suggests that, for SaaS cloud computing, trust involves dimensions of both human and objectified trust and as such consumers’ perceptions of service
provider benevolence, integrity, and ability [41] and cloud

service reliability, functionality and helpfulness [76]. In
doing so, our research answers recent calls for more contextualised research in the area of trust in cloud computing
and provides support for theory which proposes multiple
referents play a role in this environment [32].
More broadly, our research informs trust theory [41, 47]
by demonstrating a method for building knowledge-based
trust without a history of interactions between parties in a
business relationship. Within the field of information
systems, attempts to build trust without a history of

Fig. 10 CSP Trust means by condition at Time 1 and Time 2. The figure shows the difference in trust in the CSP between time 1 prior to
exposure to the label and time 2 after exposure to the label. As shown, exposure to the positive label led to a slight increase in CSP Trust,
whereas exposure to the negative label led to a decrease in CSP Trust

van der Werff et al. Journal of Cloud Computing: Advances, Systems and Applications

interactions have tended to focus on third party information (e.g. recommendation systems) or heuristic cues
(e.g. website design). We argue that by providing objective
information about the service itself, the CTL offers an opportunity to bypass suspicious, fragile forms of calculative
trust and build more robust, knowledge-based trust with
consumers from the very beginning of a relationship. As
such the research makes empirical and theoretical contributions to literature on trust in the cloud by moving
beyond studies which highlight the importance of trust to
building a means for fostering trust in this complex environment. The study’s findings are also of critical importance to practice not only echoing the assertions of prior
researchers [31] for organisations to develop approaches
for increasing perceptions of trust, but also presenting the
CTL as a means of doing so.

Limitations and future research

This research was conducted using an experimental design,
this methodological choice was appropriate for a validation
study as it offers the advantage of isolating the manipulation of label information from a host of other potentially
influencing variables. However, experimental designs lack
the naturalistic features of a field study and this research
represents a validation of the label in a relatively artificial
environment. This limitation was offset to some extent by
careful screening of participants and the use of business
decision makers as our sample. Future research is necessary
to determine how cloud trust decisions might be influenced
by more dynamic label information presented over a longer
time frame including opportunities for time series analysis.
Further work might also explore how this information interacts with other perceptions of the service or service provider such as brand, reputation and third-party knowledge.
The focus of this study was on validating the impact of
the CTL on consumer trust. The design of this label was
based on the assumption that providing consumers with
additional, relevant information is likely to provide a more
meaningful means of communicating trustworthiness than
existing approaches. Further research is necessary to demonstrate the impact of the label in comparison to alternative more implicit measures such as assurance seals or
website design features within the cloud environment.
Furthermore, the relative influence of trust in each referent
in terms of impact on subsequent behaviour is a potentially fruitful area for further research. Trust theory would
suggest that trust follows a universal three stage process
[46, 81] whereby trustworthiness perceptions influence
trust and subsequently trust behaviour. It is less clear how
the existence of multiple referents in the cloud environment would interact to influence consumer risk taking behaviours such as purchasing decisions, but this certainly
represents an interesting avenue for future research.
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Our experiment focused on only one type of SaaS offering, a CRM system, and largely business decision-makers.
CRM systems have consistently been in the most commonly adopted SaaS services by businesses of all sizes
worldwide, primarily due to the seminal impact of Salesforce.com in the cloud computing industry. Furthermore,
CRM users and decision makers are typically non-technical, typically sales and marketing executives. As such,
our sampling strategy is consistent with other studies on
CRM systems [82, 83]. Notwithstanding this, CRM systems are not representative of all SaaS-based systems, and
CRM and SaaS decision-makers are not necessarily representative of PaaS, IaaS and other cloud offerings where
adoption and usage is determined largely by technical end
users and decision makers. As such, further research is
warranted on the trust label data requirements for other
cloud offerings and their associated audiences.
Finally, our experiment focuses on the overall impact
of the label on trust related consumer perceptions. In a
real-world setting, CTLs are likely to be populated with
a range of positive and negative information rather than
the simpler positive and negative conditions presented
in this validation. The extent to which the manipulation
of certain aspects of the label impacts consumer perceptions is a useful avenue for future work. We expect this
will be a highly contextualised issue whereby particular
aspects of the label will be more or less important for
different products or indeed consumer markets. In
addition, it may be that certain parts of the label are
related to specific aspects of trustworthiness. For instance,
service uptime may act as a signal of functionality of the
service while data location provides a signal of benevolence of the service provider. Examining the intricacies of
these relationships requires further study.

Conclusion
Cloud computing is forcing us to rethink our conceptualisation of data and technology ownership, usage and rights. It is
also changing our relationship with the technology and technology provider and how we operationalise and communicate trust. The widespread adoption and dependency by both
businesses and public-sector organisations on cloud computing, and so-called utility-computing, may have a knock-in
effect on consumer expectations for continuity and service
levels. In much the same way, we trust electricity, water and
telecommunications suppliers and ascribe a higher level of
duty of care to them and by association, trust, we may also
treat CSPs in the future. If trustworthiness in online environments is a signalling-based phenomenon driven by information transparency then the proposed cloud label, particularly
if real-time and dynamic, would represent a significant step
in the evolution of cloud computing in the same way the
nutritional label has done so in the modern food industry.

van der Werff et al. Journal of Cloud Computing: Advances, Systems and Applications

Endnotes
1
Both labels were developed using best practice in label
design as discussed further in [18]).
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